What to seek in selecting a board management portal
• Cloud-based security: Microsoft Azure is widely accepted as the gold standard in cloud security. It
includes full disaster recovery and active gee-replication to store and protect data at geographically
distributed data centers.
• Granular permissions management: Organizations should have full control over assigning user and group
permissions to limit who has access to specific documents or information within the portal.
• Multi-factor authentications. Requiring users to verify their identity using two or more methods provides
greater protection against would-be hackers.
• Biometric security. Allows users to login using touch or facial identification.
• Remote wipe capabilities. Organizations can remotely delete sensitive data from mobile apps should
devices be lost, stolen, or replaced, or if they appear to no longer be in use for a predetermined period,
such as 90 days.
• In-portal messaging. Enables groups and individuals to send messages and share documents within a
secure platform, and automatically notifies directors via email when they have a message waiting for them
in the portal.
• Intrusion detection. Continuously monitors the system and quickly alerts administrators of potential
breaches.
• Records security. Allows organizations to control how they handle and store sensitive data and documents.
For example, administrators lock access to the portal or specific records when needed, or automatically
purge all notes and annotations when board books are archived.

Boards also should be selective in seeking a board management solution provider. Some things to search are
whether a provider has SOC 2 Type II certification, ISO 27001 certification, and industry-specific certifications (e.g.,
HIPAA compliance for health care). Solution providers should provide documentation on their insurance information,
recent audits, and the security measures included with their products. They also should have a robust "Trust Center"
with documentation on important data/breach/disaster recovery processes, including their disaster plan for major
security events or other disasters.
Regardless of size or cost, cybersecurity incidents have the potential to wreak havoc on an organization's reputation,
tarnishing the trust it's worked so hard to earn. Regaining that trust can be challenging. Boards should be actively
involved in establishing their organization's priorities around cybersecurity.
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What five trends do you foresee having the greatest effect on your company over the next 12 months?

--

70.2%

Increased competition for talent

42%

Increasing pace of digital transformation

40.8%

Slowing global supply chain

38.7%

Changing cybersecurity threats

34.9%

Growing inflation

31.9%

Increased regulatory burden

27.3%

Uncertain pace of the economic recovery

26.1%

Growing business-model disruptions

22.7%

Shifting workplace demographics

22.3%

Increased pace of M&A activity

19.7%

Growing impact of climate change

18.5%

Changes in consumer spending and behaviors

17.2%

Increasing political uncertainty in the United States

17.2%

Ensuring a safe working environment for employees

16.8%

Increased industry consolidation

10.5%

Rising geopolitical volatility

7.1%

Increasing importance of social justice in corporate decision making

5.9%

Increased investor activism

4.2%

Other

2022 NACD Trends and Priorities Survey, n =238

The increasing frequency and severity of cyber incidents is unlikely to abate anytime soon. According to the NACD's
trends report for 2022, cybersecurity is the fourth-most concerning challenge for corporate directors over the next
12 months. Directors should seek to build their knowledge about cybersecurity issues, and be forthright and willing to
ask probing questions. Boards can work to preserve their organizations' critical data and operations by ensuring they
are prepared and able to respond according to best practices.
Onboard's best-in-class security capabilities ensure every customer, large or small, benefits from an enterprise
grade, industrial-strength, penetration-tested architecture
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Learn how OnBoard seamlessly blends best-in
class cybersecurity with intuitive ease-of-use for
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more informed and more effective board meetings.
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